Abstract-CPS is a kind of networked embedded system. Its trustworthiness and cost are impacted by energy consumption. So design a low-power, high trustworthiness CPS has been a major challenge. Modeling and analyzing the energy consumption of CPS software architecture at design stage can help to find the energy consumption design defects. These methods can effectively improve the trustworthiness of the CPS software and reduce development costs. Against this problem, first introduce the concept of the energy consumption time Petri nets; then through analyzing the characteristics of the CPS software energy consumption, use energy consumption time Petri nets to construct the CPS software architecture energy consumption model and discuss the energy consumption problems of CPS software such as lowest energy consumption, largest energy consumption and average energy consumption; Finally, indicate the effectiveness of the proposed method by an instance.
I. INTRODUCTION
With the advocacy of low-carbon energy, how to develop a low-cost, low-power, and high-performance software system has become a hot research point of embedded systems in recent years. The energy consumption is the original concept of hardware. Tiwari and other people think that analyzing the energy consumption only from the perspective of the hardware structure cannot meet the demand for system-level energy consumption analysis. So the concept of software energy consumption is proposed. Software energy consumption means the energy consumption of the instruction of system components during the execution [1] . The purpose to research the software energy consumption is mapped hardware energy consumption to the software architecture and software characteristics. Then study the impact of software on system energy consumption, and use software design optimized technology to improve system energy consumption efficiency by this purpose. CPS is a kind of networked embedded systems [2] , so its software energy consumption issues are critical. CPS's attributes, such as software reliability, security, performance, and so on, are constraint by energy consumption [3] , so how to design a low-cost, high -trustworthiness CPS software has become the urgent needs and major challenges for CPS development. Existing energy consumption analyzing and assessment methods usually achieved the running nature of the energy consumption of the system through simulation or test. These methods have some defects such as the high experimental cost and the high re-design cost. These defects of existing energy consumption analyzing and assessment methods are particularly evident when analyzing and evaluating the CPS software.
The software architecture provides the design model and guidance for the structure, behavior and key attributes of the software, which are important factors in software development to meet the user's quality demand. As a software quality attribute, low energy consumption has become the requirement which must be considered by architecture designers. Therefore, in order to improve software development efficiency, reduce costs, and avoid the software re-design caused by energy consumption problem in later development stage, expect accurately understand the runtime software energy consumption nature such as maximum, minimum and average energy consumption at the design stage through the software architecture energy consumption model, which can help to find energy consumption design defects in the design stage and re-adjust software architecture. Petri nets is an effective modeling tool for describing and analyzing the complex systems from the view of the process. It can be widely used in describing and studying the concurrent, asynchronous, and distributed characteristics of the system. And it can provide an operational semantics and the analyzing method combining with qualitative and quantitative. Against these problems, the paper first introduced the concept of the ETPN (energy consumption time Petri nets) [4] , which extended time Petri net by energy consumption. It can effectively describe the behavior and the energy consumption of the software; then by analyzing the energy consumption characteristics of CPS software, used energy consumption time Petri nets to construct the CPS software architecture energy consumption model, and discussed the minimum energy consumption, the maximum energy consumption and the average energy consumption of the CPS software based on the energy consumption model; finally, an example illustrates the correctness and validity of the proposed method.
II. RELATED WORK
The energy consumption of embedded systems has caused widespread concern of related field researchers. Reference [5] confirmed the main factor of the energy consumption of embedded system is determined by the accesses number of memory in specific embedded systems through modeling the energy consumption of microprocessor-based embedded system. In Non-preemptive real-time systems, the device will take up a lot of transition time when waking up from sleep, which hindered the dynamic energy management of systems. Against this problem, reference [6] proposed a real-time task scheduling algorithm, which can maximize the effectiveness of dynamic energy management of I/O devices. Reference [7] found that increasing the embedded system memory will lead to the increase in system cost, energy consumption. To solve this problem, a software-based embedded system RAM compression algorithm was proposed. This algorithm can significantly improve the validity of memory capacity and maintain the system performance and energy consumption without changing hardware or system design.
The above studies are still stuck in the instruction-level and code-level energy consumption analysis and estimation, while research in the higher abstraction level about energy consumption is relatively few. So energy consumption analysis based on the software architecture has become a hot research topic. Reference [8] can effectively reduce the energy consumption of the system through optimizing process concurrent management process by extending the control / data flow chart, such as the merger process, the transmission of data and mass, calculation migration and choose the method of efficient communication. Reference [9] proposed a method supporting modeling and analyzing the energy consumption and the execution time of embedded system software in the design stage. Reference [10] proposed the assumptions about the nonlinear relationship exists between the software energy consumption and software architecture level features, extracted five software architecture level features , analyzed and measured the impact of these features on software energy consumption. Reference [11] proposed an energy consumption model based on the CSP (communicating sequential process) process algebra language. The model regarded the interface as basic research object, and defined the maximum, minimum and average energy consumption of the system. But the article is lack of verification about the effectiveness of the model.
III. ENERGY CONSUMPTION TIME PETRI NETS
In traditional Petri nets theory, the concept of time does not explicitly reflected in the prototype of Petri nets, which limits the application of Petri nets in real-time systems. Therefore, introducing the concept of time into Petri nets can effectively improve the ability of Petri nets for analyzing the time behavior and evaluating the performance of real-time systems. And expending the time Petri net by energy consumption, the generated ETPN model can be further analyzed the energy consumption of the system. The simply introduction about the basic concepts, definitions and terminology of ETPN model is as following. (1) 0 ( , , , ; , )
A. Basic Definitions
: e T Q + → is the transition energy consumption function, it represents the energy consumption changes in per unit of time. Next to discuss ETPN semantic model, and introduce the concept of energy consumption time transition system [3] . Definition 3. The semantic of ETPN is an energy consumption time system, which is a five-tuple, representing as 0 ( , , , , )
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The above definition is based on the component thought. Two different components in the system perform different functions. They should have different input and output. The same input should get the same output. Meanwhile, the output of the one component is often the input of another component, or vice versa.
Definition 5. If ETPN model A and B is composable, then the composition model A B
⊗ is also an ETPN model： (1)
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A. Features of CPS Software Energy Consumption
There are three modules in any CPS: computing module, communication module and the physical module. The computing module is responsible for the implementation of the computing work of CPS, including data processing, control decisions; the communication module is responsible for information exchange between the various modules; the physical module is responsible for the perception and control of the physical environment. Figure 1 is an abstract structure of CPS energy consumption, which can define the energy consumption of the CPS software 
C. Analyzing CPS Software Architecture Energy Consumption
After constructing the CPS software architecture energy consumption model, reachable state graph of the model can be constructed according to definition 6. Then CPS software architecture energy consumption problems can be analyzed by reachable state graph. The CPS software architecture energy consumption problems include the software maximum energy consumption, minimum energy consumption and the average energy consumption analysis. Here can be converted to searching the energy consumption path from initial state to the target state in reachable state graph. The analysis of these questions is as follows. Because of the real-time of CPS software, the desired behavior sequence within a certain time period is generally limited. So we will not consider the energy consumption problems in the case of infinite behavior sequence.
Minimum Energy Consumption Path Analysis Theorem 2.
In reachable state graph, the minimum energy path reaching any node must be a simple path. Proof. Use proof by contradiction to prove. Let the minimum energy path reaching a node in reachable state graph is a simple path, which is represented as ε by the state j C , the energy consumption of the path is less than the original path. This contradict the assumption.
Then the algorithm to search reachable state graph for the minimum energy consumption path reaching a node can be constructed by theorem 2. Since there may be different paths with the same energy consumption, the minimum energy path may be more than ones. Because this article only focus on the energy consumption of path, and are not concerned about the path itself. So let one of paths as search result. Since each state has an energy interval, let the minimum value of the energy consumption interval as the minimum energy consumption reaching the state. If not, the time will be unlimited. So the energy consumption and the number of path is limited. So after determining all paths and energy consumption to reach m C in a given time period, it can certainly find the energy consumption of a path is greater than or equal to the energy consumption of the other paths. That means the maximum energy consumption path to reach m C exists.
Then the algorithm to search reachable state graph for the maximum energy consumption path reaching a node can be constructed by theorem 2. Since there may be different paths with the same energy consumption, let one of paths as search result. Since each state has an energy interval, let the maximum value of the energy consumption interval as the maximum energy consumption reaching the state. 
That is the number of node in reachable state graph is limited. The complexity of algorithms 1 and 2 is proportional to the number of nodes in the reachable state graph. Therefore, the algorithm 1 and 2 for bounded ETPN must be terminated.
Average Energy Consumption Analysis
In some cases, the average energy consumption of the system need to be understood, which can help evaluate the sustainability, reliability, execution costs, and other attributes under known energy conditions. In reachable state graph, the average energy consumption analysis method is first to identify the energy consumption of all paths to the target state. Then compute the arithmetic mean of the energy consumption of these paths according to given execution probability of each path. The specific algorithm is as follows. The TCAS generally consists of three modules: distance detection module, collision management module and flight control module. Distance detection module is mainly responsible for detecting the distance with other aircraft. And send distance information to the collision management module. Collision management module judges whether the distance safety after received the distance information. And send warning or safety information to the flight control module. The flight control module judges after the receipt of the information, and send avoidance or recovery action to the collision management module. At last, the collision management module is responsible for the implementation of avoidance or recovery action.
Model the TCAS by the above proposed modeling approach. The concrete steps are as follows: (1) Analyze TCAS, including the distance detection module, collision management module and flight control module; (2) Build ETPN model for each module, and identify the communication interface of each module; (3) According to the order of communication between modules, connect the respective interface. According to the above described modeling steps, obtain the ETPN model of TCAS shown in Figure 3 . The name, execution time and the energy consumption of each transition is shown in Table 1 . According to ETPN model of Figure 3 , construct the reachable state graph of TCAS, which is shown in Figure  4 . Due to space constraints, and the mark set is not the focus of this article. Therefore, the specific content of each mark set in the reachable state graph is not given. Assumed that the execution probability of T2 and T3 were 0.3 and 0.7, and then the average energy consumption of the system is 323.6. In addition to the minimum energy consumption, largest energy consumption and average energy consumption, sometimes need analyze the energy consumption of specific certain period process according to requirements. Then the energy consumption of the process can be analyzed as long as finding the corresponding part of the reachable state graph of the process.
VI. CONCLUSIONS
In the aspect of software trustworthiness analysis and evaluation research, some related methods have been proposed [12] [13] [14] [15] . As a networked embedded system, the trustworthiness, cost and other attributes of CPS are constrained by energy consumption. How to find design defects of the energy consumption of CPS software in the design phase, effectively reduce development costs, and improve system trustworthiness, has become requirements and challenges for CPS development. To solve this problem, we firstly introduced the concept of energy consumption time Petri nets. Then used energy consumption time Petri nets to construct the CPS software architecture energy consumption model through analyzing the energy consumption features of the CPS software, and proposed analysis methods for CPS software minimum energy consumption, maximum energy consumption and the average energy consumption.
The next work will consider how to use the analysis results such as minimum energy consumption, maximum energy consumption and average energy consumption to evaluate the trustworthiness of the CPS software energy consumption. It can help understand how energy consumption impact on the trustworthiness of CPS software.
